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UNITED STATES

NUCLEAR REGULATORY COMAMISSION
WASHINGTON, D.€. 20855-0

Qctober Z1, 2004

CHAIRRAN

The Honorable Edward J. Markey
United States House of Representatives
Washingion, 0.C. 20518

Dear Congressman Markey:

On behalf of the U. S. Nuclear Regulatory Commission {NRC), | am responding to your
letier dated August 19, 2004, requesting information about the Commission's efforis to secure
radioactive materials that could be used to make dirty bombs. You expressed concerns related
to the availability of materials overseas and domestic security.

I ' would fike to assure you that the NRC s addressing the security of high-risk
radivactive materials, including materials in other countries. Even befora the tetrorist attacks
onr September 11, 2001, NRC was, and continues 10 be, vigorous in promoting increased
securily and safety of radioactive materials worldwide. Our activities have invoived extensive
couperation with other cognizant Federal and Slate agencies, national and international
organizations, and individual countries.

Qur responses to your specific questions are enclosad. In response to your request for
a copy of the inventory from the interim database, staff has determined it contains sensitive
information which could be useful to a terrorist and thersfore should not be disclosed to the
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“ 2.

public. In fieu of attaching the entire sensitive document to this letter, the staif has provided &
redacted sample of the type of sensitive information you requested that is contained in the
database. In addition, the staff will be avaitable o dernonstrate the interim database to vou, or
your degignee,

if vou have further questions regarding this matter, please teel free to contact me.

Sincerely,
Nits J. Uiaz

Enclosure:
Mesponse to Questions
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RESPONSES TO QUESTIONS FROM CONGRESSMAN MARKEY, ALGUST 19, 2004

A. Questions on Obtaining or Exporting Radioactive Sources Hlagally

Question 1 Has the Commission received other notitications of the availability of
unwanted radioactive sourcas to intarested parties overseas such as the ong
obtained by my office? if so, please list all such nofifications, and the actions
taken by the NRC to address them. If it is not the NRC's responsibility to
address these matters, whose is it?

Answer 1

No, the specific site you have identified is the first report the Nuclear Regutatory
Commission (NRC) has received, No other notifications of unwanted radicactive materials
overseas that are of sufficient quantity patentially to be an effective terrorist weapon have
been reported. However, the NRC occasionally receives reports of possible attempted
Hlegal sales or trafficking of radicactive matarials overseas. Most of these aitempted sales
are fraudulent and do not involve actual radioactive material, but some do. In general, itis
the State Department’s responsibility to investigate all such notifications. The State
Department Office of Regional Nonproliferation and the appropriate U, S. Embassy attermpt
to have Jocal authoritles arrest and prosecute the sellers under local laws, if appropriate
laws exist,
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Question 2:  The folfowing websites and companies, in addition to the one that advartised
the fres cobalt source, also advertise usad radioactive devices for trade or
sale: hitpfvearaclogwell comitechisaexchangetindex himi
hitou/www. frontlinedesitnsolutions.co uk/source

www alabtechnology. comdusenbfdsys himi

hiipwww nats-ussa. comy

a}

b)

<)

d)

e)

f)
9

Answer 2a:

Does the NRC monttor and/or educate the operators of thase
websites and companies {andfor ather such sites if they exist) to
ensure that sources are not provided to anyone who dossn have the
appropriate license? If so, please describe all such activities. If not,
why not?

Is the NRC aware of any instance in which a source offered for sale
or trade on one of these (or other) websites was provided to someone
whio did not have the appropriate license? If so, please fully describe
all such instances.

Has the NRC contacted the regulatory authorities in other countries or
the international Atornic Energy Agency whan it learns of the
existence of such sources to urge that action be taken to prevent
them from being readily transferred around the word? 1f so, what has
the NRC done with respect 10 the aforementioned source? Are there
any other instances in which the NRC has taken similar action? If the
NRC has not taken action to contact foreign or international
regutators about such matters, why not?

What export requiremenis exist for such devices, particularly those
intended 1o be exported to countries such as Saudi Arabia?

Once the proposed rule on the export and impont of radicactive
saurces becomes final, how will NRC ensure that companies in the
business of exporting sources comply with the requirements? Please
describe the plans the Commission has to conduet random audits of
companies who export these materials. If there are no such plans,
why not?

What will the penalties for failing o comply with the rule, once it
becomas final, be?

Will the rule also apply to licensees in Agraemant States?

ls the Commission at all concerned that there Is avidently a sigrificant
quantity of free cobalt in Beirut available o anyone who wishes to pay
for its fransport? if so, what has the Commission done 1o address its
concerns? i not, why not?

The NRC does not actively monitor andfor educate operators of such wabsites. Howaver,
NRC responds to aliegations or other spacific reports of possible unauthorized distributon
and sale of radicactive material on a case-by-case basis when it is a domestic site. The
reports ganarally involve low-hazard sources (for example, ore samples and luminous
titium sources), which do not present a secuity concemn. I an item is brought to the NRC's
attention, NRC reviews avaifabie information 1o datermine if the sale or distribution of the
item Is authorized by the proper NRG or Agreement State licensas. If it appears that the
sale or distribution may be unauthernzed and a domestic website is involved, NRG IEQUests
the responsible websie t have the itam ramoved from sale and to identify o NAG the
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seller and any buyers. In two recent cases, NRC issued subpoeras fo a website operator to
require disclosure of information about the sellers. NRC or the appropriate Agreemant
State then contacts the sellers and any buyers, and the individuals are advised of the
regulations and directed to siop the sale until proper licenses are obtainad. If the sales
continue without the proper licenses, the sellers and buyers would become subject o

enforcement action.

Answer 2b:

Since Octobar 1, 2003, the staff has identified one unauthorized transfer. It invoived a
nuclear gauge containing 75 microcuries of promethium-147, a low-hazard quantity, The
NRC staff notifisd the buyer, who rejected the shipment upon receipt, and it was returned to
the California seller. The NRC staff referred the case to California (an Agreement State)

with respect to the seffer.

Answer 2c:

As discussed in the response to Question 1 above, the Stete Dapartment addresses such
cases, and we have referred the information you have provided us regarding the
international site to the appropriate State Department Office.

in addition, the NRC works with the International Atornic Energy Agency {IAFA) and
individual countries to imprave the international security of sources world-wide (see
resporise to Question & below).

Anawer 2d;

Currently, most devices containing byproduct material may be exported under a general
license, which means that NRC does not have 1o ba notified of the axport (ser 10 CFR
110.23, “Gensral license for the export of byproduct material”), The responsibility for its
safe and secure use has rested on the imperter under the regulations of the country into
which It Is imported. Exports to a few embargoed countries are restricted, but Saudt Arabia
is not a embargoed or restricted destination. NRC recognizes that the current export
reguiations need o be enhanced to address security concerns, and we are praceeding to
amend the regulations. To enhance export/impon requirements a proposed rule “Export
and Import of Nuclear Equipment and Radioactive Materials: Security Policies,” Fetlera)
Register Notice Reference: 69 FR $5785, was publishad for public comment on

September 186, 2004,

Answer 2e;

The proposed rule would reguire the, for Certain high-risk radioactive sources, exporters
must apply for & specilic axport license. Export lisensees are subject to periodic mspaction
by NRC to verify compliance. These inspections will be carred cut in the same manner as
those performed 10 inspect cther materials ficensess -- avery one to five years,

Answer 21

When violations are identified, the Scensee is required to correct the vinlation. For
sigrificant violations, the penalty varies according to the circumstances. The penatiies can
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include a monetary civil penaity, suspension or revocation of the ficense, and referral to the
Justice Departmant for criminal prossoution.

Answer 2o

Yes, the rule will apply to licensees in Agreement States. Note that Agreement State
authorities do not have jurisdiction over exports and imports, and State licensees must
comply with NRC regulations on exports and imports,

Answer 2h:

Yes, the NRC is concerned about unwanted radioactive material because it is more likely to
be vuinerable to improper disposition. As noted in Answer 2¢, we have referred your letter
to the State Department for possible further investigations.

Quastion 3: Companlas within the U.S. manufacture instruments that ulilize radionuciides
for various industrial procedures such &8 measuring the thickness of materials, industrial
radiography or well logging, in addition to nurmercus medical applications.

a) What are the licensing reguiraments for such devices?

b) How does NRC ensuire that the companies selling these devices
understand the licensing requirements and ensure that they are met?

c} How would such a company verify that a prospestive customer that
seemed o have its paperwork in order had not falsified the
docurmentation?

d) Is there a requirement that such comparnies verify (by contacting the NRC
or Agreement State) that ali prospective customers possess the
appropriate authorization to own these devices before sach sale is
made? If not, why not?

e) Haw often does the NRC audit the sales made by these companies to
ensure that they are only providing these devices to legitimate, licensed
cusiomers either dormestically or abroad?

f) While the proposed NRC rule will require any proposed export of thase
devices to occur anly to recipienis with verified icensas, it is not clear that
there is any similar requirement for domesstic sales. Doas NRC plan to
require companies making domestic sales of radicactive materials to
verify that the buyers have the appropriate license to own the devices? if
not, why not?

Apswer Sa:

NRO issues two different types of licenses: specific and general. The following provides a
brief description of NRC ficensing requirsmsrits.

A specitic license is issugd 10 a named person whe has filed an application for a license.
Cuompanies wha manutacture or distribute products containing byproduct material must
possess a speciic icense authorizing the distribution of such products. The licenses is
reguired to demonstrate that alf products are manufactured, tested, and distributed in
accordance with the specifications provided in its cense, Applicants are required 1o
provide specic informaton about the sources and products, as cutlined mn Part 32,
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“Specific Domestic Licenses 1o Manufacture or Transfer Cerain lems Contalning Byproduct
Material.” The information required must include radionuctides and activities, containmeant
and vonstruction, labeling, quality control and assurance programs, and any other
information required by the NRC, including experdmental studies and tests.

The manufacturer or user of the specifically licensed devices must have equipment and
facilities that are adequate to protect health and minimize denger to ife or property. The
manufacturer or user must be qualified by training and experence to use the material in
such a manner as o protect health and minimize danger to life or property.

Organizations within the U.S. that manufacture instruments which utllize radionuchides for
various industrial procedures, such as measuring the thickness of materials, Industsial
radiography, well logging, or medical applications, must apply for and be issued a specific
livense from the Commission or an Agreement State under the provisions of 10 CFR Part
30, "Rules of General Applicability to Domestic Licensing of Byproduct Material,” and Part
32, “Bpecific Domestic Licenses to Manufactute or Transfer Certain items Containing
Byproduct Material,” The provisions in 10 CFR 30.33 provide the genera! requirements
necessary for the issuance of specific licenses. Under 10 CFR 32.210, “Registration of
product information,” the manufacturer or initial distributor of a sealed source or device may
submit a request for NRC evaluation of the radiation safety information about its product,
and register the product information with the NRC or an Agreement State, in order o
demonstrate the compliance of the preduct with reguiatory requirements,

A general license is effective without the filing of an application with the GCommission or the
issuance of a licensing document to a particular person. For exampie, under 10 GFR 31.5,
“Certain detecting, measuring, gauging, or controliing devices and certaln devices for
producing fight or an ionized atmosphere,” commercial and industria firms; research,
educational, and medical Instiutions; individuals; and Federal, State, or local Government
agencies may be granted a geneval license to acquire, receive, possess, use, or transfer
devices that are designed and manufactured for detecting, measuring, gauging, or
controfling such propsriies as thickness, density, fluid level, radiation leakage, and chemical
composttion. Among other reguiremsnts in 10 CFR 31.5, any person who acquires,
receivas, possesses, uses, of transfers a generally licensed device must maintain the
device's labels; perform jesk tests; snsure that label instructions are followed; maintain
records of compliance with these requirements; notify the manufaciurer and the NRC or the
Agreement State of any device Tallure, damage, loss, or the!t; not abandon or export the
device; and transfer the device only in accordance with spacific restrictions. in addition,
cartain general icensees mus! register with NRC or an Agreement State if they asguire
devices which contain sources above certain threshold quantities. Generally licensed
devices may bs used by individuals without radiation satety training.

A company or person must apply for a specific license to manufacture or initially transfer
devices containing byproduct material 1o persons ganeraily licensed, undder the provisions of
16 CGFR 82 51, "Byproduct material contained in devices for use under 31.5; reguirerments
for lizanse o manufacturs, or initially transfer.”
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Answer 3b:

The NRC ensures that the comparies selling these devices understand the licensing
requirements through review of the license applications. During the review process, NRC
staff remaing in contact with the applicant, through phone calls, eorrespondence, and
meetings, to ensure completeness, accuracy, and regulatory compliance. The NRC also
provides guidance on the reguiations to applicants, through the NUREG-1556 Series
Publications, “Consolidated Guidance About Materials Licenses,” which is available in the
Elecironic Reading Room of the NRC public website: www.nre.gov.

The NRG ensures that the ficensing requirements are mst through periodic inspections.

ﬁ! ISwWey gc:

As stated in 10 CFR Part 30.41 (d) 5, the authenticity of authgrizations can be verified by
directly contacting the NRC or Agresment Siata licensing agency, as appropriate.

Answer

On January 12, 2004, NRC issued security orders to manufacturers and distributors who
possess radioactive material above specified thresholds. These orders require specific
verifications of customer authorizations above and beyond the requirements in the
raguiations. The specific requirements in the orders have not been made public because
thay are protectad as Sateguards Information,

Answer 3e:

Saies records are subject fo review as part of periotic inspections. Depending on the size

and scope of the licensee’s program, licensees are inspected svery 1 10 5 years.
Manufacturers and distributors who recsived the January 12, 2004 Order are currently being
inspected for compliance with the Order. These inspections will be complete by September

2005.

Answer 3f:

NRC has always required distributors fo verify that customers have the appropriats licenses
to possess the devices. The provisions under 10 CFR 30.41, “Transfer of byproduct
raterial,” require the distributor to verify that the transferes's license authorizes the receipt
of the type. form, and quantity of byproduct material 1o be transferred. As discussed in the
response Quastion 3d above, these requirements were enhancad by the order issued on
January 12, 2004,
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Question 4: It is my understanding that licensees in the U.S. with medical devices

containing radioactive seurces are authorized to export them under Cormmission

regulations. However, there is evidently no requirement that the goverriment of the country

receiving the export confirm that the recipient is authorized to receive #t. Clearly, this is a

loophole that could easily be exploiied by ferrorists. | am pleased that the Commission

appears 1o be taking steps to close this loophole with fts recently published proposed ruie.

&) 1 have been informed that while there used to be 1,000 tefetherapy units in

the U.S., there are now 100 or fewer, At least some of these devicas wars
axporied. For the past 10 years, please provide a list of all teletherapy and
brachytherapy units, “gamma knives,” and blood irradiators that have been
exported from U8, Inciude in your response the name of the company that
exporied the device, the type of radionuclide exported, an estimation of the
current activity of the source, the country, and the name and address of
recipient to which the source was exported, and when the NRC last
confirmed that the source was still located and being used at tha location it
was sent io.

b} As indicated garlier, the North American Technical Senvices, Inc. (seg
hitp./Awww.nats-usa o), which exporis radioactive devices, has numerous
offices and customers in the Middie East, Has the NAC sver audited this
company to ensure it is following regulations? if not, why not, and was the
NRC even aware of this company's existence? |s the Commission at all
concerned that sources are bieing axported to countries that may not have
the security regulations in place that guarantes that they can't be stolen hy
terrorists? I not, why not?

Answer 4a:

As discussed in response 3z, the NRC does not require reports of exports of medical
devicas, and therefore does not have the requested information on exports of these types of
devicas,

Answer 4b:

Mo, the NRG was not aware of North American Technical Services. This company does not
hold 8 specific ficense issued by NRC. However, the company website indicates thet it is
associated with Capintec, which does hold 2 specific NRE license and is authotized to
disiribute products containing radioactive material,

The NRC is concerned about the need for ail countries 1o maintain adeguate security of
radioactive sources, and is working with the international community to achieve that geal,
As discussed above, NRC has issued a proposed rule for pubiic comment thad would
anhance security of exports.

TR A—
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Question 5: It is my understanding that Russia is the largest exporter of bulk cesium
chioride. What is the NRC doing to ensure that Russia and other major exporters of
radicactive isolopes are improving both thelr domestic contrals and export controls over
these materials? Please list and fully describe all such activities.

Answear 5;

NRG has supported U.S. Gavernment efforis to sstabiish common international guidelines
goveming the export and import of high-risk radicactive materials. This effort has resulted
i & major revision 1o the IAEA Code of Conduct for the Safety and Security of Radicactive
Sources. The revised Code of Conduct is avallable on the IAEA website at
hitowww.iaea.org/Publications/Standardsdndex hitmi. Following issuance of the Code of
Conduct, the Commission has played a key role in multilateral meetings 1o develop a related
document providing internationally accepted guidance for export and import activities
involving high-risk radioactive material. This exportimport guidance document Is expected
to be approved later this year, and then it will be published by IAEA.

Although the Code of Candust does not have the stature of an international treaty, and its
provisions are non-binding on IAEA member countries, the NRC is nevertheless proceeding
fo reviss its export/import regulations 1o incorporate the Code of Conduct recommendations,
consistent with our responsibilities under the Atomic Enigrgy Act and aur mission to ensure
the common defense and security,

Many countries do not have adequate regulatory safety or security controls on the material
within their borders. A basic principle of the Code of Conduct is that international
movements of such high-risk radicactive material should not take place without the prior
notification of the exporting and importing countries. The Code of Conduct conmtemplates
that, other than in exceptional circumstances, a receiving country should not permit the
irnport of high-risk radioactive material unless it has the technical and administrative
capability, resources, and regulatory structure needed to ensure that the radicactive
material will be managed in a manner consistent with the provisions of the Code.

The U.3. Governmaent is working with the IAEA through the IAEA Model Project Program to
participate in IAEA missions to assess and evaluate regulatory programs world-wide. The
Department of Energy {DOE) is providing funding for these missions, as weil as assistance
o countries which request it. 1 is Jikely that NRC stalf will participate In some of these IAEA
andfor BOE missions. NRG will also request the release of information gathered during
missions to countries 10 assist in its export ficensing determinations. Additionally, through
its 36 regulator-lo-reguiater arrangements for the exchange of technical information with
other countrias, NRG wig aiso gain insights intc netionai controls on high-risk sources.

OFFICIAL USE ONLY




9
QFFICIAL USE ONLY

8. Questions on the Missing Gammator Sources

Question 1: Your May 28 response states that “NRC remains attentive for any new
information on the status of the remaining sources.”

aj What precisely does this mean? Mave NRC personnel conducted sie visils 1o
the licensees of the missing soutces to further investigate? If not, why not?

B) i 50, please describe each visit, including the date of the visit, the steps taken
during the visit to attempt to determine the whereabouts of the source, and any
folow-up steps taken after the visit.

c} Have NRC personnel taken any other fangible steps to determine the
whereabouts of these sources? H so, please describe all such measurss,
including the date on which the step was taken.

d) Has the manufacturer been contacied to dotermine i any of these sources have
been returned?

Answer 1:

The NRC staff beliaves that reasonable efforts have been made to identify and locate the
rissing devices. Additional information is provided below,

Most of the Gammator devices in question were distributed to schools in the 1960s. The
ofiginai manufacturer, Radiation Machinery Corporation {RAMZQ), was liquidated in 1970,
but there were successor companies. These companies continued to distribute devices
simitar to the Gammators under various modsl numbers. We have been unable to establish
a “definitive list” of original Gammator devices,

Most of the wffort {0 account for Gammator devices was conducted in the 1995-1987
timeframe. As discussed in our istter dated May 28, 2004, this was part of a broadsr NRC
effort, the Formnetly Terminated License reviaw project. Most of the Gammators ware
distributed in the Northeast. Thersfors, an NRC Region | staff member was assigned to
follow up. Through a variety of sources, including contacts with the manufacturer's
succassors, he developed a list of Gammators and available information about each davice,

Because a large number of the Gammators ware distributed to schaols located in
Agreement States, the NRC presented a summary of the information avallable at the
September 1986 All-Agrsement Siates Meeting. The NRC encouraged tha Agreement
States 10 resoive the current focation of Gammators fisted as having been distributed to
facilities in their jurisdictions, for which insufficlent documentation was available to sonfirm
that such devices were approprigtely wansferred or dispositioned. This was re-emphasized
in a March 10, 1967, letter from NRC fo alt Agreement and Non-Agreement States.

In 1997, representatives of the Conference of Radiation Gontrel Program Directors

(CROPD) met with representatives of the NRG and the Department of Energy (DOE). The
CROPD was requested to follow up on Gammators which could be candidates for the DOE
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Source Recovery Program. CRCPD accepted the task, using the list of Gammators
developed by NRC. CRCPD expanded the iist to include contact names and telephone
mimbers. it also organized the infformation by State, serial nurmber, and status, so that
redundant or conflicting information was more easily identified and resolved. Through the
coordination of the CRCPD, the DOE Off-Site Source Racovery program was able to
schedule afficient and economical recovery of several of the unwanted gammators. This
gffort has confinued {0 date.

Through the above affoits, the disposition of most of the known Garmmators has been
determined. The CRCPD list includes sight deviges which are uniocated, and we have
recently obtained information accounting for two of thase. Specific information on the eight
devices s summarized below:

1. Berial Number 1020, Mode! 508, distributed ta Montville Township High School, New
Jorsey. An NRC Inspector visited the Montville Township High School on July 17, 2000,
and performed radiation surveys and visual sirveys at the school, but did not locate the
device. Based on a telephone conversation with the science supervisor from the schiool,
who indicated the device might have been transferred to the Departrent of the Army,
Picatinny Arsenal, inspectors contacted the Army personnel at Picatinny Arsenal,
Representatives of the Picatinny Arsenal performed a physical search and a records
search, and did not find any evidence of having this device at their location, They
documented their astions in a memorandum dated January 8, 2000. Their actions were
reviewed by NRC in subsequent inspactions at the Picatinny Arsenal, and this device has
not been located,

2. Setal Number 1078, Model unknown, possibly distributed to Aberdeen High School,
Maryland {Agreement State), and possibly ransterred to U. S, Army Aberdeen Proving
Ground. Maryland officials repont that they have no record that the sohoot was ever
licensed to possess the device. Represeniatives of the high school stated that they have no
racards prior to the past 10 years, and that they cleaned out the old high school because
they are building a new one, and no such device was found. NRC inspectors routinely
inspect the L. S. Army site, because several Army commands are authorized 10 use
radicactive materiais pursuant to a variely of NRC licenses. Self-shielded irradiators are
authorized on sorme of these licenses, but to date, an irradiator with this serial number has
not been identified at Aberdeen Proving Ground.

3. Serial Number 1015, Model B34, distributed to Mother Cabtini High Sthool, New York,
New York {Agreement State). RAMCO records do not contain a contact person, but do
state that they had contact with someone at the school in April 1873, CRCPD 1997 notes
siale that the irradiator was not there in Spring 1997, City of Naw York staff are gontinuing
to search for documentation of this device.

4. Serial Number 1038, Mode! 568, Long Istand University, Brooklyn, New York

{Agreement State}. RAMCO records indicate contact by RAMCO in March 1973. A service
company reported analysis of a feak lsst sample on the device in 1988, CRCPD notes say
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it might have been ramoved in 2000, but this has not been confirmed as of March 2003.
City of New York staff are continuing to search for documerttation of this model and serial

number.

5. Serial Number 1097, Model M38-2, New York institute of Technology (NYIOT), Qid
Westhury, New York (Agreement State). RAMCO records list a person last contacted by
RAMCO in 1971, Information provided by the State of New York, Depariment of Labor to
the NRC in 1996 states thal NY License Na. 3168 doss not have any record of having this
device, but that there are two other campuses of IOT in New York City, CRUPD 1997 nofes
state that the schooi has no record of having #he device. State of New York staff are
continuing 1o search for documentation of this mode! and serial number.

8. Serial Number 1158, Model unknown, Nippi New York, inc. {Agreament State). No
addrass or other contact information avaitable, RAMCO records for the distritution to Nigpi
New York inc. do not include an address ot conlact person. CRCPD 1897 notes state that
there is not a State of New York Deparirment of Labor license for this company, hut there
may be a license issuad by the Clty of New York. In addition, the CRCPD 1999 notas
indicate that the device was sent to Nippi in Forl Les, New Jersey. NRC has no records of
a license issued o & company by the name of Nippi. NRC has been unable o locate a
company named Nipp! in Fort Lee or any other location in New Jersey., Siate of New York
and Region | staff are continuing to ssarch for documentation of this device.

7. Serial Number 0024, Mode! unknown, United Blood Sarvices, Las Vegas, Nevada
{(Agreement State). This device was ideniified on a 1988 list of devices for which Isomedix
performed analysis of a leak test. Nevada officials recently reported that the device was
licensed and inspected from 1883 through 1894, and that the Model was a Gammacei
1000, not a Gammator. During a 1997 inspaction, it was noted that the source was
transferred 1o an authorized licensee. Thereforg, it does not appear that this device was a
Gammator, and it is now accounted for,

8. Serigl Number 1151, Model! 508, Johns Hopkins University, Maryland {Agreement State).
As discussed in ouy letter dated May 28, 2004, this device was srroneously reported as
unaccountad for, and in fact is agcountsd for.

In summary, there are now & undosated Gammators from the CRCPD list. The NBC staff
believes that it is possibie that information on the devices may come from unexpected
sources, and tharefora, the NRC must remain aitentive 1o reports of “found” devices in case
they contain informetion related o a missing Gammator.
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Question 2. Your response siated that the Depariment of Energy is currently identifying
funds ta support recovery of the Gammaior sources.

a)
b}

¢}
d)

Angswer 2:

What is the status of these efioris?

How much money will ha required to recover all the unwanted Gammator
sources?

Have these funds besn obtained? I not, what is being done 1o identify
alternate funding? H so, when haveswill the sources be recovered?

What is the status of lunding for FY 05 and FY08? What are you doing to
ensure that these funds are available?

Your request for information conoermed the Department of Energy’s programs. Therefore,
we requested information from DOE and were provided the following information:

aj

b)

The Department of Energy, National Nuclear Security Administration, has
included in the FY 2005 President's Budget a request for $5.5 million total
budget for the 1.8, Radiological Threat Reduction (USRTR) Program (also
known as the Ofi-Site Source Recovery Program). The scope of the USRTR
program inciudes large cesium-137 sources such as those found in
Gammator iradiators. However, Cesium-137 recovery is oniy a portion of
the scope of work for this funding. The USRTR program is actively sngaged
in identification and recovery of a wide variety of excess and unwanted
radioactive sources and devices in the U.5. contalning Americium-241,
Plutoniurn -238 and -239, Stromtiurn-80, and Cobalt-60, to name the isulopes
of greatest concemn, in addition to Cs-137. The USRTR program has
recoverad and secured a total of over 10,000 radivactive sources of all kinds

10 date,

Currently there are approximately twelve Gammator irradiators registerad
with the USHTR program for recovery. Two of these wers racovered in the
August 2004 timeframes and ars now secured, Fecovery of the remaining ten
units is in the planning process and the USRTR program hopes to
accompiish these recoveries in eary FY 08. The praliminary cost is
estimated 1o be as much as $700k, but we are working on ways to reduce
these costs. USRTR maintains a secure database of excess and unwaried
radicactive sources in the U3, and continually up-dates the priorities for
recovary in cooperation with the NRC. With resources available, the USRTR
makes an effort to search for and kiantify radicactive sources that may
present a threat and schedlule them for recovery, Currently there are over
2,000 sowrces on that list, including the Gammators.
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¢} The FY 2005 House Energy and Water Appropriations bill included the 356
mitlien cited above. Howaves, a Confinuing Resolution provides funding at
the FY 2004 level, which allows operation thru November 26, 2004,
Alternative funding to recover sources in the United States would likely
require a repregramming from othee NNSA mission activities, which is not
currertly heing sought. When the FY 2005 Energy and Water Appropriations
bill is passed, the funding which Congress rmakes available for USRTR will
e apportioned to the recovery of ail of the sources of concam including
cesium-137 Gammators, according to the prioritization agreed upon with the
NRC, At that point, if {unding is insufficient, alternatives wilt be explored.

dy The status of funding for FY 2005 is addressed in the answers to a} and ¢)
above. The FY 2008 budget is currently in formulation. The Nationai
Nugclear Security Administration {NNSA) fs requesiing additional funding in
FY 2008 1o address cesium-137 as well as other types of sourges. The
NNSA FY 20085 funding request was submitted as part of the FY 2005
President’s budget, and the FY 2006 bixiget will be submitted by the
Department of Energy to the Office of Management and Budget for inclusion
in the FY 2008 President's budgat.

Guestion 3: Your response states that NRC believes that ali the unwarted Gammator
sources are being properly condrolled by the ficensees, Has the NRC visited these sites in
order to verify this? If not, then how do you know?

Answer 3:

No, the NRG staif has not visited all Gammator sites. The NRC and the Agreement States
periodically inspect licensees who possess Gammators at a degignated frequency of at
least once every 5 years. Based on the inspections that have been conducted, thers has
not been any indication that the devices are not being properly controlled.

Quasiion 4. Your response indicates thal in 1996, a service and manufacturing licensee
offered to recover the unwanted Gammator sowrces at a reduced cost, but that none of the
licensees accepted the offer. The September 11, 2001 attacks may have heightened
licensees’ awareness of the sscurity risks associated with these materials, and indeed, your
response states that “it may be possible t© nagetiate a simifar reduced ¢ost option if enough
dcensees indicate a willingness to take advantage of such an option.” What has the NRC
dong to explore the icensees’ willingness 1o pay a reducad gost for disposal of these
sources and to facilitate such an aption (o be offerad and utilized?
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Answer 4:

The NRC staff believes that even a reduced recovery cost would be burdensome for rost
of the licensees who possess unwented devices, The staff believes Ihat requesting the
licenseas to pay for disposition, even’at a reduced cost, would result in & lime-consuming
recovery process, which woukl probably be only partially successtul. Therefore, in light of
the heightened security concerns, NRC believes that the most expeditious strategy is to
continue working with DOE 1o arrange recovery of the devices. H for some reason this
strategy is unsuccessiul, the NRC staff plans {0 pursue the reduced cost aption,

Guastion 5: The Conference of Radiation Control Program Directors, Inc. has received
funding from EFA and DOE fo start up an orphan source recovery pregram, Since stariup,
this program has been dependent upon the NRC for operational funding. What NRC
funding level Is planned for FY 05 and 067 [ the Tunding has decreased, pioase explain

why.

Answer 5:

The CRCPD has requested NRG support in the amount of about $100,000 per year in fiscal
years 2005 and 2006, Currently, the NRC budget supports that request.

The amount of funding requested by CRCPD would be a reduction from the approximetaly
$225,000 per year provided by NRC for the fast 2 years, CRCPD reduced its funding
request after reaching a mutual understanding with the NRC staff that NRC would not be
asked 1o fund 100% of the ongoing program because the CRCPD program is now
astablished, the majority of licensees are Agreement Stats licansess, and soms of the
orphan sources 1o be potentiatly addressed by the program are not under NRC jurisdiction
(for example, radium-226 sources, which contain natural radioactive material not subject to
NRGC regulation under the Atomic Enargy Act).

C. Questions on Other Security Matters Related to Dirty Bombs

Question 1: Your response states that NBC has completed an interim inventory of high-risk
radicactive sources possessed by NRG gr Agreemant State licensees.
a} Please provide my office with a copy of this inveniory.
b) Flease describe the process by which this inventory was deveioped,
¢} Have NRC personnel reviewed all licenses for the high-risk radioactive
sources Wentified and checked o ensure that the licensee stil possessed
and was using the source? If so, ploase provide a tabls containing the
following: 1} the identity {i.2., which radionuclide it is) and fivensee of sach
missing of unwanied source, i) ils activity tevel, i} for each unwanted
source, the steps NRG is taking to facilitate its disposition, and v} for misaing
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saurces, the location it was last known 1o be at, and the steps NRC has
taken to determing its location. f not, why not?

Answer 1:

A redacted sample of the informaltion from the inventory, along with printouts of the
inventory's data input screens, is attached. The inventory is not a listing of unwanted or
migsing sources. it is a listing of active licensees with an inventory of radicactive material in
their possession. The inventory database, as weli as this sample of the database, have not
previously been released outside the NRC and are available only to NRC and Oak Ridge
Nationat Laboratory employees. Both are "Official Use Only” documents, marked “Not for
Public Release,” and should not be released to the public. This designation is based cn a
determination by the NRC stalf that the information could reasonably be expected o be
useful to & terrorist in a potential attack. We wouid be happy to provide a demonstration of
the interim database to you or your designes at our NRC haadquartars.

Each licensee that was authorized to possess radicactive material above specified
thresholds was asked to provide information on that radicactive mataerial. The list of
licensees o be contacted was developed by contacting the Agreement States and asking
them to provide the list of licensees in their state that could possess sources above the
thresholds. The list of NRC licensess was obtained based on the possession limits
specified in the NRC License Tracking System. Each Agreement State was asked 10
choose whether to contact its own licensees for the information, or to havs the NRC
contractor, Oak Ridge Mationai Laboratory {ORNL), conduct the survey. Twenty-one
Agreement States decided to contact their own licenseas. ORNL conducted the initial
survey for the NRC and for the ramaining Agreemant States. The Agreement States that
conducted their own data collection provided the information to ORNL. ORNL. did the initial
compilation of all data. Depending on who was cortacting the licenseae, the licensee could
provide the information on-line, by computer disk, by phone, or by paper copy. NRC and
the Agreement States made follow-up comacts 1o those licensaees that did not respond o
the initial request. This was a voluntary information request, and licensess were not

required to respond.

The NRC staff has not reviewed all individuatl licenses or checked to determine i ficensees
still possess and are stiff using the sources. NRC and the States conduct inspections and
verifications at varying frequencies based on risk, which assures the most effective use of
resources. In addition, the NRC and the States may conduct prompt inspections for specific
cause, such as a roported ioss of a high-risk sourcs,
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Question 2: Your response also states that NRC and other agencies are developing a
National Source Tracking System that will pravide cradle-to-grave tracking of high-risk
sources, and ihat NRC staff planned to send a proposed rule io the Commission by the end
of June.,

aj Please daseribe the tracking system and how sources will be tracked.

b} Do you stlf anticipate that requirements for the tracking system will be
promulgated via public rulemaking? I not, why not? if so, please provide a
tirnaling for alt steps of this process.

c} What enforcement mechanisms wiil exist to ensure that ficensees comply
with the reguirerneras of the tracking system?

dy Wilt NRC perform regular audits o ensure that the licerseas of the sources
are storing and accourtting for them property?

g} When will this program be fully operational?

Answer 2

The proposed rule mentioned above was not for the National Source Tracking System
(NSTS). itis a proposed revision to exportimport regulations.

Although the NSTS has not yet been developed, the NRC has anticipated what information
will be collected in the NSTS. As part of the developmental efforts, NRC staff meet
regutarly with other stakeholder Federal agencies, and their input and needs are being
congidered in the development of the NSTS. E£ach licensee that makes a new high-risk
seated source, transfers a high-risk ssaled source 1o another licensee, receives a high-risk
sealed source, destroys a high-risk sealed source, or disposes of a highwisk seafed source
will be required 1o report the fransaction to the NSTS. Licensees will be required to report
the transaction by the next business day. Source intormation to be reported includes the
make, model, serial number, radicactive material, activity, and date. Other information to be
reported will include the company name and license number of both the shipping and
receiving company, shipping date, estimated amival date, and actual arrival date. The
sources wilt be tracked in the NSTS by the combination of the make, model, and serial
number, Licensees will be able to provide the information 1o the NSTS by completing an
on-line form, filling out a paper form, or slectronically. The requitements will apply to both
NRG and Agreement State licensees. The NETS will meet and excesd the Code of
Conduct recommendations concerming establishment of a National Scurce Registry.

Development of the NSTS database system itself will not require rulemaking, but
resroaking will be needed 1o require livensees to provide the information 1 be entered Into
the NSTS. The proposed rule is expected 1o be published for comment in late
Spring/Surmmer of 2005. The linal rute wilt be published Summer 2008 with an
implementation period through March 2007, Subsequant to the rulemaking, NRC will
ostablish inspection and enforcemesnt practicss relevant to N8TS requirements.

CFFICIAL 135E ONLY




17

Licensees will be subject o inspection to verify that transactions are properly reported and
that the inventory of sources listed in NSTS matches what a Ecensee physically possasses.

The transaction reporting aspects of NSTS are scheduled to be fully operational by the end
of March 2007.

Question 3: My understanding is that DOE recently performed a review of the Material
Contral and Accounting program at the Comwnission. Please provide copias of all materials
assoclated with that program review, inciuding alf recommendations, reports (both draft and
finaf}, mamoranda, and correspondence.

Angwer 3:

in September 2003, the NRC entered inlo & contract with Qak Ridge National Laboratory
{ORNL)}, a Department of Energy contractor, to conduct a review of NRC's material control
and accounting (MOG&A) program. The period of performence for the MCRA program review
was September 2003 - September 2004. The NRC received a draft of the ORNL report in
August 2004, The NFC is in the process of reviewing the report, and staff follow-up
activities resulting from this program review will be addressed I a paper scheduled o be
sent to the Commissicn in March 2005,

Quastion 4: Your respanse states that “security enhancements for other types of licensees
possessing high-risk radicactive materials {category 2 and higher quantities of radionuclides
identified in the IAEA Code of Conduct, Table 1) are under considaration,, ”
a) Please list a timeline for these activities.
b} When will these activities be complete?
¢} Wil large food and madicai sterilization facilities that contain millions of
Curies of radioattive sources be required to 1) harden the structures and
butfer zones surrounding the facilities to make them less vulnerable to
attacks, including truck bomb attacks, i} be required {0 employ security
guard force personnsl, and i) be required to ensure that all personnel with
acoess to the radicactive source material undergo criminal and security
background checks?

Answer 4:

NRC plans to issue security enhancements as appropriate for the additional groups in iate
2004 or early 2005 and to complete the process by April 2005.
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Orders wers issuad to large irradiators on June 6, 2003, The Ovders require the large
irradliator icensses to snhance access controls and perform background investigations.
However, the levei of detail of background checks in each stale could differ. You should
note that the NRC has requested legislation that would significantly strengthen the
background checks that could be performed. The specific sacurity requiremenis in the
Orders are Safeguards Informalion ard have not heen made public.

Question §: Your response states that “the security of the devices is checked during safaly
inspections.” How often are such inspections performad for high-risk sources?

Answer 5.

The designated frequency for inspection of Gammators is at least cnce every 5 years. The
fraquency for other facilifies varles from annual to once avery 5 years.

Question 6: The NRC implements the reguiations associated with materials that couid be
used to make dirty bombs In only some States. In others, known as Agresment States, the
State Governments are chargsd with implementing NRC regulations.

&) How doss NRC ensure that the Agresmant States are implementing and
ovarseeing NRC regulations appropriately and uniformly?

b} W an Agreement State is found to be implemenrniing these regulations
Inaperoprately or insffectively, what can the Comimission do to compel the
Stata to modify its activities?

c) Has this process changed since September 117 i so, please slaborate.

d) i someone werte to file a Freedom of Information Act (FOIA) request with the
Comnission to obtain a list of ali licensed radicactive sources, the name and
adddress of the ficensess, and the iocations of each socurce, would the
Comrmission approve such & request? Why or why not?

g) Arg theve any Agreement States who would respond to such a requast
differently than the Commission would? if so, please elaborate. Can the
Commission raguire the Agreement States 1o conform to iis policies on
releasa of information that could be sensitiva?
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Answer 6a:

Agreement States adopi regulations to ensure protection of the public haalth and safety
under the authority of individual State laws. As reguired by section 274b of the Atomic
Energy Act, State reguiations must be compatible with NRC regulations.

NRC confirms that a Siate has the authority (under State law) o adopt compatible
regulations, has a procedure to adopt regulations, and has compatible regulations in place
before an Agreement is signed. After the Agreement becomes effective, NRC conducts
petiodic reviews of Agrsement State programs o enswre that they are adopting and
implamenting compatible regulations. NBC also reviews both the draft and final regulations
teveloped by each Agreement State for compatibiity with NRC regulations.

The Act does not permit NRGC to relinguish, delegate, or otherwise give to a State any of
NRC's authority and responsibility to protect the common defense and security. Any
reguiation, or other legally binding requirement such as an order, whose primary intent ia to
ensure common defense and security, rather than public health and safety, can only be
implementad by the NRC. NRC can, under Section 274i, authorize States 1o conduct
inspections of Agreement State licensee compliance with NRC security orders or
raguiations, but in this casse the States serve as agents for the NRC.

Answer

The Commission has a range of mechanisms which can be used to effect performance
improvaments in an Agreement State program. First, NRC conducts periodic reviews (at
least onte every four years) of each Agreement State program using common process and
review criteria. The review results are evaluated by a panet of senior managers who
determine what improvement is required and the actions to be izken. The NRC informs the
Siate of the review results and recommendations for improvement,

The panst may also racommsnd that the State program be placed on haightenad oversight
or probation. Heightened oversight is a formadized process under which the NARC maintains

art increased level of communication with an Agraement State program experiencing
significant program weaknesses.

NFC can also suspend or terminate a State Agresment and reassert reguiatory jurisdiction
if & program is found to be inadeguate to protect the public haalth and safety.

Angwer B
No, the oversight process has not changed since September 11, 2001.

Answer Bd:
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Mo, NRC would withhold such information because it could reasonably be expected to be
useful to a terrovist in & potential attack.

Answer Be:

Tha NRC can require Agresemant States to conform to its policies on the relaase of
Bafeguards Information because Federal law applies. Although NRC cannst require
Agresement States to conform to its policies for non-Safeguards sensitive information, in
those cases where such information is shared with the Agreement States, the NRC expscts
that Agreement States will honor NRC's requests tor protection of the information from

putitic release.

NRC provided guidance to States on responding to requests for sensilive information on
December 19, 2001, based on a policy memorandum from the U.S. Attorney General.
Supplemental guidance was issued on July 18, 2002. NRC provided turther guidance to
States in 2003 on handling information about radioactive materials licensaas that the
Commission determined to be Safeguards information, protected under Section 147 of the
Atomic Energy Act. The States were further notified that the Commission directed, when it
igsued the orders for security measures at cerfain irradiator faciiities, that the list of
licensees to whom the orders were issued should be considered “Official Use Only” and not

released o the public,

Question 7: When scrap metal shipments are found 1o be radioactive, recipients may reject
the shipments and return them 1o the shipper using a Department of Transportation (DOT)
exemption. According to reports to the Conference of Radiation Control Program Direstors
(CRCPD) regarding the use of this exemption, there were six shipments of scrap metai that
contained cesium-137 or cobalt-80 for the period April 1999 - through May 2002. These six
cases do not appear to be inchuded in your response. It is my understanding that for a
number of years, the Steel Manufacturers Association {SMA) collaborated with James
Yusko, a certified health physicist employed by the Commonwealth of Pennsylvania, in the
collection and analysis of reports of radioactive material found in metal sorap shipments.
The data was periodically shared with NRC. When Mr. Yusko left in early 2000 for a ane
year assignment 1o the IAEA in Vienna, this program was discontinued.
a) Why was the DOT sxemption data not included in the NRC fist of missing
sources provided in your response?
by Does the MRC routinely review DOT exemption use for inclusion in its
database of lost, stolen, and abandoned sources? I not, why not?
c} Why did the NRC choose not to continue the data collection activities
praviously performed by the SMA?
d} Since NRG does not appear to be including reports of radicactive matsrials
that turn up in scrap metal shipments in its lists of stolen or missing sources,
does that mean that NRC is under-reporting the severity of the problem?
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Answer 7:

One of the six avents was reported o NRC and entered into our Nuclear Material Events
Database {(NMED} However, the report to NRC dif not identify the radichuclide, so it was
not included in the list of casiur/cobalt/radium events which was provided in our previous
letter dated May 28, 2004. The other five events wers not reported fo NRC,

The NRC staff does not review or actively solicit DOT or SMA data for endry into NMED.
However, reports of materiad found at scrap metal processars, landfills, and simitar locations
are entered into NMED when reporied, even though many of the cases involve mailerial
which is not under NRC jurisdiction (for exemple, radium}, or invalve insignificant amounts
of material or diffuse contamination, In the repor provided in the May 28, 2004 lefter, over
100 evenis appear o be reported from scrap metal processors, landfitls, ar similar locations.
Therefore, a large number of scrap metal events are being captured by NMED. The staff
believes that its current methodology of capturing reporis is reasonably accurate and doaes
not result in significant under-seporting of events.

Question 8: As you know, it Is quite expensive to dispose of radicactive sources once the
ficensees no longer need them. While some medical and industrial processes require the
use of radivactive sources, in other cases the use of scurces can be replaced by other
technologies, Using non-radioactive sourges would also presumably reduce the company’s
security costs as well as the risk thal a terrorist might target the company. What is the
Commission doing to ensure that licensees are made aware of potential altematives 1o the
use of radioactive materials? [ the Commission is not dolhg anything, why not?

An rg:

The prometion of aftemative technologies is cutside of the scope of NRC's regulatory
responsibiity. However, information available to NRG indicates that licensees are well
aware of alternatives 10 radioactive sources. Even before 9/11/01, the NRC staff noted
many cases where licensees switched 10 such afternatives,
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